In this paper, a novel scheme for secure and real time image transmission is introduced. The scheme uses a block-based elliptic curve (BBEC) public key encryption as a first stage of encryption so it solves the key distribution and management problem of symmetric key encryption in an efficient method. Then the security of first stage BBEC encryption is enhanced through a second stage of encryption which XOR the BBEC first stage output with a pseudo random sequence generated by a new designed multi chaotic pseudo random generator STH. It merges Sine, Ten and Henon maps (STH) and so it has five secret control parameters which increase the key space and hence the scheme security against brute force attacks. Both the key of the first stage BBEC image encryption and the control parameters of the second stage STH depend on two parts: EC Diffie-Hellman shared secret key and the input plain image itself which provides a good randomness and achieves a strong resistance against chosen plaintext attacks. After the two stages of encryption, the encrypted image is digitally signed in an efficient method to achieve integrity, authentication and non-repudiation. The results prove that the proposed scheme is more secure and faster than some other recent EC based schemes. It has low correlation, huge key space; key-dependent pixel value replacement and can resist statistical, differential and noise attacks.
I. INTRODUCTION
Due to the wide usage of images as in the Internet, its content protection has become an urgent issue. So recently, researchers have introduced many schemes for image encryption [1] - [5] . These algorithms include two types of encryption; symmetric key and public key [6] . The information is encrypted and decrypted with the same in the symmetric key. Symmetric encryption algorithms are fast and efficient especially for large amounts of data as images [7] - [11] . However, key management and distribution is a big disadvantage in this type of encryption. The key has to be securely distributed in the network and so it may intercepted by attackers during transmission. Also, when the number of users increases, the number of keys will increase dramatically, which represents a burden on the network. The asymmetric key (Public Key Encryption-PKE) overcomes these problems The associate editor coordinating the review of this manuscript and approving it for publication was Tawfik Al-Hadhrami .
as it uses two different keys; one public key for encryption called public key and another private one for decryption called private key. It is hard to derive the private key from the public one. So there is no need for secret key exchange so it overcomes the key distribution problem and it is more secure as the private key isn't transmitted to anyone. It also can provide digital signature service which can't be achieved with symmetric key. Digital signature provides message integrity, authentication and nonrepudiation.
The most common mathematical hard problems used in PKE are integer factorization and discrete logarithm. These two hard problems are used in RSA and DSA algorithms respectively. In 1985, Miller [12] and Koblitz [13] introduced a new public key cryptography called elliptic curve (EC) which improves the efficiency of various techniques. Actually, cryptographers have found that they can achieve computational efficiency in performance and higher security with very low key-size compared to other algorithms. There is no sub exponential algorithm for solving the discrete logarithm VOLUME 8, 2020 This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see http://creativecommons.org/licenses/by/4.0/ problem on a properly chosen elliptic curve which makes the ECC more attractive. So ECC uses smaller parameters compared with other competitive algorithms, but with equivalent levels of security. This makes ECC has the advantage of faster computations, and smaller processing power, storage space and bandwidth. EC Diffie-Hellman key agreement scheme is widely used in many applications. It is used to exchange a shared secret key that can be used for symmetric key encryption as DES and AES. Many schemes for image encryption based on ECC are proposed. In [14] , a color image encryption using EC and discrete chaotic map is provided, where the keys and parameters are obtained by using ECC while the chaotic is used for image scrambling. In [15] , EC Diffie-Hellman and DNA based encryption is proposed. In this scheme, the original image is converted into DNA codes then addition is done, and the finally ECDHE is used to obtain the cipher image. Results claimed that this scheme has large key space and good resistance against attacks. EC-variant of ElGamal encryption is introduced in [16] and it has been used for image encryption in many schemes. In [17] , EC-ElGamal and chaotic systems based image encryption is proposed, where compression, encryption by cat map and the EC-ElGamal encryption is applied sequentially. It achieves better security compared with other schemes. A similar scheme is presented in [18] for image encryption using a new additive homomorphism in the EC-ElGamal encryption. In [19] , an improved ElGamal encryption which encrypts a group of pixels at the same time is applied to medical image which makes it more efficient. In [20] , a color image encryption and digital signature scheme using EC-ElGamal algorithm is proposed. This scheme depends on pixel grouping to achieve faster encryption but unfortunately it still consumes many EC point multiplications. In [21] , a chaotic system and EC-ElGamal based image encryption scheme is proposed. Firstly, the initial values of the chaotic map are generated using SHA-512, then crossover and EC-ElGamal encryption is used. Finally, the DNA encoding is used to obtain cipher image. The results prove that the scheme has high security and it is robust against attacks but it still consume more time than other image encryption schemes. Chaotic maps are dynamical systems with high ergodicity and sensitivity to control parameter and initial conditions. Any slight change in the initial conditions causes a remarkable deviation. This initial conditions sensitivity increases the randomness. Encryption schemes based on chaos use initial conditions as a cryptographic key. Many chaos-based schemes have been proposed for image encryption such as Logistic map [22] , the Arnold cat map [23] , Chebyshev map [24] , Tent map [1] , Lorenz system [25] , the hyper chaotic system [26] , the spatiotemporal chaotic system [3] and the memristive chaotic system [27] . . . . . . . . . ect.
This paper proposes an improved image encryption and digital signature scheme which has the following advantages: the encryption consists of two stages (a) the first stage key depends not only on EC Diffie-Hellman key but also on the input plain image itself and so it has more randomization and more resistance against statistical and differential attacks. (b) The security of the scheme is more enhanced by adding a second stage of encryption with a new designed triple chaotic pseudo random generator that merges three different chaotic: Sine, Ten and Henon maps (STH). This triple combination has more advantages than the simple single chaotic system (henon map, sin map, ten map,. . . .) such as larger parameter space, high randomization and many chaotic sequences. So it is hard to prophesy the chaotic series generated by it. Also the control parameters of SHT are made secret and depend on the input plain image itself, so it is more secure against known-plaintext attack and chosen-plaintext attack. (c) The scheme is time efficient due to two reasons: firstly, it has a less number of EC point multiplications; which is the most time consuming operation; compared to many recent EC based image encryption schemes and secondly, it uses EC group of pixels point multiplication instead of single pixel EC point multiplication. This matter achieves computational time saving. The results and security analysis of the scheme are introduced to prove its advantages.
The remainder of the paper is organized as following: Section II provides the preliminary studies. Section III introduces the proposed scheme. In Section IV, the simulation results are introduced. Section V gives the security performance. Finally, conclusions and future work are given in Section IV.
II. PRELIMINARIES A. CHAOTIC SYSTEM
Chaotic maps are highly sensitive to initial values and control parameters. Any slight change in the initial conditions causes a remarkable deviation. This sensitivity strongly limits the prediction ability. Encryption schemes based on chaos use initial conditions as a cryptographic key. The chaotic maps include one-dimensional and high dimensional chaotic maps. The one-dimensional map commonly has one variable and little parameters. The one dimension maps as Sine Map (SM) and Tent map (TM), indicated as:
Sine map:
Tent map:
and one-dimension decomposition Henon Map (HM):
Now the proposed STH will be considered.
1) PROPOSED MULTI CHAOTIC MAP (STH)
In the proposed scheme, the Sine map and Tent map are combined with Henon map as shown in Fig. 1 to get new one dimensional chaotic system with simple structure and more variables, parameters and more random behaviour than single one dimensional map. The Mathematical function of the proposed Sine -Tent Henon Map is described as following:
STH (n + 1) = |u − 10 × sin 2 (pi × STH (n))
where u, β, r is the chaotic system parameter and STH(1), STH(0) are initial values.
2) STATISTICAL TESTS AND CHAOTIC BEHAVIOR OF THE PROPOSED (STH) MAP
The randomness of the proposed STH map is tested by the NIST test suit which consists of 16 statistical tests. These tests are defining if the generated sequence is random or not. The basic dependence within these tests is on the probability value (p-value). The p -value is compared by the significance level α which is the threshold between rejection and nonrejection region. In NIST the significant level equal 0.01. For p-value less than 0.01 this means that the sequence is not random and reject and for p-value greater than 0.01 this means that the sequence is random and accepted. 10 6 bit binary sequence obtained from the proposed STH is tested by SP800-22 with 10 3 iterations and the results are given in Table 1 .
The chaotic behavior of the proposed map is evaluated with The Lyapunov exponent and bifurcation analysis. The performance of the proposed STH map is compared with that of Tent, Sine and Henon maps which are used as basic maps in STH. The bifurcation diagrams of the basic maps and the proposed map are shown in Fig. 2 . From this figure, it is clear that the proposed STH generates a highly chaotic sequence x n which is uniformly distributed for u ∈ (0, 4), while the basic maps are not uniformly distributed and chaotic in only certain intervals of u.
The Lyapunov Exponent (LE) is another metric which can be used to evaluate the performance of chaotic map. LE measures the chaotic sensitivity to the initial values. Negative values of LE mean stable system, while positive values refer to exponential divergence from the initial value. The higher the maximum LE, the higher the chaotic behavior of a map is. The LE of the proposed STH, Logistic and Sine chaotic maps is shown in Fig. 3 . It is clear that the LE of STH is positive for all values of u ∈ (0, 4), while the other chaos has negative values and so not chaotic for some intervals of u. So the sequence generated by the proposed STH is more chaotic.
B. ELLIPTIC CURVE CRYPTOGRAPGY (ECC)
Let F p denotes the finite field of modulo of a large prime p. An elliptic curve E over the finite field F p is defined via where a and b satisfies: For any two points P(x 1 , y 1 ) = Q(x 2 , y 2 ) on an elliptic curve, If a line is drawn through P and Q, this line will intersect the elliptic curve at a third point R(x 3 , y 3 ). Then the addition of P and Q is reflection of this point about x-axis. It is calculated using following equations:
Point subtraction is shown in Fig. 2 (b) according to the following equation:
3) EC POINT MULTIPLICATION
Multiplication is repeated addition of the base coordinate point. Many algorithms have been developed to perform point multiplication swiftly: k.P = P + P + P + · · · + k times.
The security of the EC-based schemes depends on the hardness of the EC Discrete Logarithm Problem (EC-DLP) which is defined as following:
Given a point Q on the EC of elliptic curve E p (a, b), such that Q = k. P and k is a random integer and P is a base point. Finding the discrete logarithm of Q with respect to a publicly known base P is infeasible [28] .
EC Diffie Hellman key exchange protocol can be used for secret key exchange between two parties (sender and receiver) as following:
Both the sender and receiver will generate public key and corresponding private key as following:
1. The sender selects a random integer v s < p − 1, keeps it secret, computes:
then sends it to the receiver. v s is the sender's private key while Z s is his/her public key. 2. The same for the receiver who selects a random integer v r < p − 1, keeps it secret, computes:
then sends it to the sender. v r is the receiver's private key while Z r is his/her public key. 3. Both the sender and the receiver compute the ECDH shared secret key as following: The sender computes
and the receiver computes
It is computationally hard to find Z sr given the public keys Z s or Z r as this requires solving the ECDLP to obtain the private key v s or v r which is computationally infeasible.
III. PROPOSED SCHEME
The proposed scheme consists of two stages both of them use an ECDH shared secret key and another input plain image dependant key. This combination of keys increases the randomness and the security against different type of attack. 
A. Ec SETUP AND KEY GENERATION
The domain parameters (p, a, b, P, n) for the elliptic curve as in Eqn. (5) are selected. Both the sender and receiver generate their public and private key as in Eqns. (12) and (13) then they share a secret key Z sr as in Eqn. (14) and Eqn. (15) .
B. IMAGE DIVIDING INTO BLOCKS (PIXELS GROUPING)
The image consists of pixels with value from 0-255.
To increase the speed of encryption, the EC operation is applied to a group of pixels instead of individual pixel. The number of pixels that can be grouped (N ) depends on the EC prime parameter p. The larger the parameter p of the EC, the more pixels can be grouped. For example for p = 128 bit, the number of pixels that can be grouped N = 16, for p = 256 bit, N = 32, for p = 512, N = 64. For each group of pixels, combine and concatenate the binary pixel values into one big integer, which represents an element of the prime field F p of the EC [29] .
C. IMAGE ENCRYPTION
If the sender has a RGB plain image m and wants to send it encrypted and signed with the proposed scheme, he will do the following: 1. Use the hash function SHA-256 to compute the hash value h of the plain image m: 
3. Compute the key K E for first stage of encryption from the EC point addition of the two points e and the shared secret key Z sr :
H will be used as the key of the second stage of encryption which is divided into ''8-bit'' blocks as in Eqn. (21) and the initial values of the proposed triple chaotic STH are obtained by Eqns. (22) and (23). 
c. Reshape C as a matrix (M × N ) to obtain the encrypted image. 5. After applying the two stages of encryption to the three channels R, G and B and obtain C R , C G and C B , recompose them to obtain the RGB encrypted image C RGB .
D. IMAGE DIGITAL SIGNATURE
In the proposed scheme the digital signature is applied to the encrypted image C RGB instead of the plain image. This has an advantage at the receiver, the signature verification is done before image decryption and if it failed, the encrypted image will be rejected without decryption. This matter save time and hence achieves faster processing. The encrypted image C RGB is signed as following:
1. Compute R the hash function SHA-256 for the concatenation (||) of the hash value of the encrypted image C RGB and of the hash value h e computed in Eqn. (18) ,:
2. Use the hash value h of the plain image m that computed in Eqn. (16) and the sender's private key v s to compute U as following:
The signature is the pair (R, U ) which is sent with the encrypted image C RGB to the receiver. The total process of encryption and digital signature is shown in Fig. 5 . At the receiver: Upon receiving the encrypted image C RGB and its signature R and U , the receiver firstly verifies the signature then decrypts the encrypted image as following:
The receiver does the following:
From Eqn. (12) and Eqn. (26)
and h e ' = SHA 256 (x e ' ⊕ y e ')
2. Compute
3. Check if
4. Accept the encrypted image C RGB if Eqn. (30) is satisfied then decrypt it. Otherwise, reject it without decryption.
As noted here, the signature verification requires only one EC point multiplication which makes the process faster than other schemes as in [20] .
1) CIPHER IMAGE DECRYPTION
1) Compute the decryption key K E ' as the EC point addition of the two points e'and the shared Diffie Hellman secret key Z sr :
and
H ' which has the same value as H will be used as a secret key for the second stage of decryption which is divided into 8-bit blocks as in Eqn. (21) and the initial values of the proposed triple chaotic STH are obtained at the receiver as in Eqns. (22) 
IV. SIMULATION RESULTS
The laptop used is Intel(R) Core(TM) i5-6200UCPU@ 2.30GHz, 4GB RAM, Windows 10 (64-bit), Mathematica version 11. For prime p of size 128-bit, 256-bit and 512-bit, prime fields of those bit sizes and other elliptic curve parameters are respectively chosen from some standard elliptic curves given by ECC Brain pool [30] .
The EC parameters that we choose for 256-bit class are as follows: p = 76884956397045344220809746629001649093037950 200943055203735601445031516197751; The proposed scheme can be applied to either RGB color images or Gray scale images. Firstly, it is applied to ''Baboon'', ''Peppers'', ''Lena'', and ''House'' RGB images. Secondly, it is applied to gray scale images of ''Lena'', ''Barbara'', Peppers'', ''Baboon'' and House '' with the size of 512 × 512 The results are given in Fig.6 and Fig.7 . It is noted that the scheme converts the original images into a nearly random encrypted images.
V. SECURITY ANALYSIS
The resistance to all kinds of known attacks [31] - [35] is a measure of the goodness of an encryption scheme.
The security of the proposed scheme will be evaluated through the discussion of histogram, entropy, correlation coefficient, NPCR, UACI, MSE, avalanche effect, key space properties, noise attack, known-plaintext attack and chosenplaintext attack analysis.
A. HISTOGRAM
Histogram is an image identification property which defines the distribution of image pixel intensities as shown in Fig.6 e-h for RGB images and Fig.7 f-j for gray scale images. These figures show that the proposed scheme makes the distribution nearly uniform or fairly flat. So it can defense against statistical attacks.
There is another measure for the uniform histogram distribution, it is the variance. It measures the scatter between the histogram and its mean values. For an image, it is defined as following:
where X = [x 0 , x 1 . . . . . . . . . .., x 255 ] is a vector of the histogram values, x (i) and x (j) are the pixel values of the gray value i and j respectively. The smaller the variance, the more uniform the histogram is. Table 2 shows the variance of the tested images. It is noted that the variance values of the images after encryption are much smaller than the values before encryption. Also it is noted that the variance values of the encrypted images by the proposed scheme is smaller than the other schemes as in [21] as shown in Table 3 . This means that the proposed scheme has a stronger resistance against statistical attacks.
B. CORRELATION COEFFICIENT
In fact, a plain image has high pixels correlation which has to be broken in the cipher image by a good encryption scheme to defense against statistical attack. If N pairs of an image adjacent pixels of values as (x i , y i ), i = 1, 2, . . . .., N are randomly selected. The correlation coefficients between x = {x i } and y = {y i } is given by the equation:
where, E (x) is the expected value of x.
In the proposed scheme, N = 4096 pairs of adjacent pixels are randomly chosen in the horizontal, vertical, and diagonal directions of both the plain image and its corresponding cipher image. A comparison of the computed correlation coefficients of RGB tested images with that of the other recent schemes as [15] and [20] is shown in Table 4 , while Table 5 shows a comparison of the computed correlation coefficients of gray scale tested images with the other recent schemes as [21] and [14] , [36] - [39] . From Table 4 and Table 5 , it is obvious that the plain images correlation coefficients are close to 1, while that for the cipher images are close to 0 and. So the pixels are uncorrelated in the cipher images and so the proposed scheme can strongly defense against attacks. Fig. 8 shows horizontal, vertical, and diagonal directions correlation of Fig.6-(a) ''House'' image and its cipher image in Fig.6-(i) .
C. ENTROPY
The entropy of an image is a good measure of its pixel randomness and it is defined as: where, L is the number of the image grayscale levels, and p (i) is the probability of the gray value i occurrence. The maximum entropy is 8 for a true random image. The closer the cipher image entropy to this value the stronger encryption scheme is. Table 6 indicates the entropy values of the tested RGB encrypted images compared with the scheme in [20] and the entropy values of the tested gray scale image compared with the scheme in [21] . From this table, the entropy values of the encrypted images are close to 8, and bigger than the other schemes. So the cipher image has a good resistance against the entropy analysis attack.
D. KEY SPACE
The set of all the keys which are used for image encryption is defined as the key space. It can be evaluated by using two measurements: the number of keys and the key sensitivity.
1) THE NUMBER OF KEYS ANALYSIS
For a robust encryption scheme, the key space has to be big enough to stand against the brute force attack. In the proposed scheme, the keys are the initial values Z 0 , Z 1 and the parameter u, β, r. SHA-256 is used for computing Z 0 , Z 1 . If the computation precision is around 2 52 as in [40] then the key space is 2 256 × (2 52 × 2 52 × 2 52 × 2 52 × 2 52 ). There is another key which is the shared secret Diffie -Hellman key Z sr . This key can be discovered only with the knowledge of the receiver' private key v r or the sender's private key v s . The EC prime parameter p is chosen to be 256 bits. So, the total key space for the proposed encryption scheme equals 2 256 × (2 52 × 2 52 × 2 52 × 2 52 × 2 52 ) × 2 256 = 2 772 . This value is extremely large if compared with other schemes as in Table 7 . So the proposed scheme has a strong defense against brute force attack. 
2) KEY SENSITIVITY
A good image encryption scheme should have high sensitivity to all keys. This sensitivity can be measured with two methods. One is a tiny change in the key value has to provide a totally different cipher image. The other is that with a tiny change in the decryption key value the recovery of the plain image will be impossible [2] . In the proposed scheme, the correct keys are used for encrypting ''House'' image in Fig. 9 (a) to obtain the cipher image shown in Fig. 9 (b) . Then a tiny modification in the keys values is done as listed in Table 8 . The new cipher images are shown in Fig. 9 (c)-(j). The differences between cipher images in the two cases are shown in Fig. 9 (k)-(r). These differences are huge, which proves that the proposed scheme has high sensitivity to the initial keys and so it has a strong defense against the brute force and statistical attacks.
E. DIFFUSION ANALYSIS
A good diffusion performance [41] is a measure of the strength of an encryption scheme. A good diffusion means a strong dependency of cipher image pixels on the plain image pixels. Differential attack is used to assess the diffusion performance. It is a type of chosen-plaintext attack [42] . The differential attack resistance is evaluated by the cipher images differences comparison, i.e. a plain image one bit change should provide a totally different cipher image. The sensitivity can be measured by the number of pixels change rate (NPCR) and unified average changing intensity (UACI). These two values are defined as:
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where C 1 (i, j) and C 2 (i, j) are the values of the pixels in the position (i, j) of the two cipher -images C 1 and C 2 respectively; L is the number of gray levels. D(i, j) is given as:
The theoretical values of NPCR and UACI are 99.61% and 33.46%, respectively. As the values of NPCR and UACI for an encryption scheme increase above these theoretical values, the encryption scheme will be better and more secure. For the proposed scheme, the value of a randomly chosen pixel is modified. Then the cipher image of the original image C 1 and the cipher image of the modified image C 2 are used to compute NPCR and UACI for different images and listed it in Table 9 compared with Ref. [21] . Comparison of the obtained values of NPCR and UACI for ''Lena'' image with other schemes is given in Table 10 . It is noted that the obtained values of the NPCR and UACI are very close to the expected values irrespective of the chosen pixel position. Also, it is observed that the proposed scheme has lager NPCR and UACI compared to other schemes, and so better resistance against the differential attack.
F. AVALANCHE EFFECT ANAYSIS
Avalanche effect (AE) can be measured by the effect of making a little change in the plain image or the key on the cipher image [47] . The standard AE that if a change of one bit in the plain image is made, it has to make a change in the cipher image not less than 50% [48] . The same effect can be measured by the mean square error (MSE) which represents the squared error accumulated between two images. MSE is given by:
where IC 1 (i, j) and IC 2 (i, j) are the two cipher images pixel intensity at the index (i, j) with a one bit different plain image. Generally, when MSE ≥30 dB, the cipher images difference is clear [49] . The one bit modification should be in both the key and the plain image. For the proposed scheme, avalanche effect and MSE of one bit plain image and key change are shown in Table 11 . It is obvious that the obtained values are larger than the standard irrespective of the position of the one bit change in the plain image or in the keys. This is evidence that the proposed scheme has a good avalanche effect.
G. NOISE ATTACK ANALYSIS
The encrypted image is exposed to noise during transmission in a noisy channel. The strength of an image encryption algorithm is measured by noise resistance and the ability of receiver to recognize the image after decoding it. The proposed scheme is tested by adding a 10%, 20% and 30% density salt and pepper noise to the encrypted image of ''Lena'' as in Fig.10 . A 0.0003, 0.0005 and 0.0007 intensity Gaussian noise is added to the encrypted image in Fig.11 . From these figures, it is clear that the proposed scheme is strongly robust against the noise attack.
H. KNOWN-PLAINTEXT AND CHOSEN-PLAINTEXT ATTACKS ANALYSIS
There are four types of conventional attacks: ciphertextonly attack, known-plaintext attack, chosen-plaintext attack, and chosen-ciphertext attack. Among these four types of attack, chosen-plaintext attack is the most powerful one [50] as if an image encryption scheme can defense against this type of attack; it can defense against the other three types [51] - [53] . In the proposed scheme the initial values of the proposed multi chaotic pseudorandom generator STH depend on the input plain image, so the cipher image depends strongly on the plain image. This provides a strong defense against known-plaintext attack and chosen-plaintext attack.
An attacker can carry out the chosen-plaintext-attack by encrypting a special image then try to discover the secret key [1] . In the proposed scheme, two special images are chosen: all black and all white images of size 512 × 512 to be encrypted. The results are shown in Fig. 12 and the entropies and correlation coefficients are listed in Table 12 . These results show the uniformity of the encrypted images histograms. Also, it is clear that the encrypted images entropies are close to 8, and the correlation coefficients are close to 0. This means that the attacker cannot derive any useful information about the key from the encrypted image, so the proposed scheme is strong against known-plaintext attack and chosen-plaintext attack.
I. COMPLEXITY ANALYSIS
A good encryption and digital signature scheme needs to have a fast speed and low computation complexity. The proposed scheme is time efficient as it has a less number of EC point multiplications; which is the most time consuming operation; compared to many recent EC based image encryption schemes and also it is based on pixels grouping EC operation to reduce the number of computations compared to single pixel operation. Table 13 shows a comparison of the execution time of encryption, decryption, digital signature and digital signature verification for the tested RGB images with different image size, while Table 14 shows the encryption execution time comparisons of different size gray scale images with other recent schemes. From Table 13 , it is deduced that the proposed scheme achieves time saving of 51%, 46% and 34.9% for RGB image of sizes 256 × 256, 512 × 512 and 1024 × 1024 respectively compared to Ref. [20] . The encryption time savings of the proposed scheme applied to different size gray scale images are listed in Table 15 . As the EC point multiplication is the most time consuming operation, a comparison of the number of EC point multiplication of the proposed scheme and the schemes in Ref. [20] and Ref. [21] is given in Table [16] . From these comparisons, it is obvious that the proposed scheme has less number of operations and hence less computational time than the other schemes. So the proposed scheme is very suitable for real time image communications.
VI. CONCLUSION
In this paper, an efficient image encryption and digital signature scheme is introduced. The scheme consists of two stages of encryption. A block-based elliptic curve (BBEC) public key encryption is used for the first stage and so it solves the key distribution and management problem of symmetric key encryption in a very efficient method. The second stage is an XOR operation of the BBEC first stage output with a pseudo random sequence generated by a new designed multi chaotic pseudo random generator STH. This STH merges Sine, Ten and Henon maps (STH) and has five secret control parameters which increases the key space and hence the scheme security. A combined key of EC Diffie-Hellman shared secret key and the input plain image itself is used for both the first BBEC and the second stages. This matter achieves a good randomness and makes the scheme more resistant against chosen plaintext attacks. Also, the encrypted image is digitally signed in an efficient method to achieve integrity, authentication and nonrepudiation. Based on the results, the proposed scheme is more secure and has faster encryption and digital signature compared to some other recent EC based schemes. It has low correlation, huge key space; key-dependent pixel value replacement and can resist statistical, differential and noise attacks. In the future work, and due to the proposed scheme advantages, it may be applied to multimedia such as audio and video with more performance improvement.
